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1. O0mue mos10:keHUs

1.1. Hacrosmme IlpaBuna pa3paboTaHbl B COOTBETCTBHHM C TMOJOXeHUsMH D3
"O nepcoHalbHbIX NaHHBIX", mocTaHoBneHus [IpaButensctBa PD ot 15 centsadps 2008 r. N 687
"O6 yrtBepxkaeHun IlomokeHuss 00 0COOEHHOCTSX OOpaOOTKM TEPCOHATBHBIX IaHHBIX,
OCYIIECTBIIIEMOl 0€3 HCIONB30BaHUs CpPEICTB aBTOMartW3anmuu" (C HW3MEHEHUSMU Ha
18.01.2025r.), mnocranoBienusi IIpaButensctBa P® ot 1 wHosOps 2012r. N 1119 "O6
YTBEP)KIACHUM TPEeOOBAaHUN K 3allUTE TMEPCOHAIBHBIX JaHHBIX MPU UX O0O0paboTke B
MH(POPMALMOHHBIX CHCTEMaX MEePCOHANBHBIX TaHHBIX .

1.2. Hacrosimue [IpaBuna onpeaensitor 0cOOEHHOCTH 00pabOTKU MEPCOHATBHBIX JAHHBIX
COTPYAHUKOB, BOCIUTAHHUKOB M POJMTENCH (3aKOHHBIX NpeAcTaBuTeNeil) B WHPOPMAIIMOHHBIX
CHUCTeMaX  MEpPCOHANbHBIX  JAHHBIX  MYHUIUOAIBHOTO  OIO/DKETHOTO  JOUIKOJIBHOTO
oOpazoBarenbHOro yupexjaenus «LleHTp pa3Butus pebenka - aerckuit cag Ne 78» ropojackoro
okpyra Camapa (nasnee — brokeTHOE yUpeKIeHHeE).

1.3. Be3omacHOCTh NEPCOHANBHBIX JTaHHBIX MPH HX 00paboTke B HMH(OPMAIIMOHHBIX
CHUCTeMaxX MEPCOHANbHBIX NaHHBIX (Janee - WH(GOPMALMOHHBIE CHUCTEMbI) OOECreunBaeTcs C
MIOMOIIBIO CHCTEMBI 3aIIUTHI IEPCOHATIBHBIX JAHHBIX, HEUTPAIN3YIOIIEH aKTyalbHbIE YTPO3bI.

1.4. Tlon akTyaJbHBIMH YTpo3aMu O€30MacHOCTH MEPCOHANbHBIX JAaHHBIX MMOHHUMAeTCs
COBOKYIIHOCTb ~ YCJIOBUH U (PaKTOpOB, CO3MAIOMIMX  aKTyallbHYI0  OIACHOCTh
HECaHKIIMOHUPOBAHHOTO, B TOM YHUCJIE CIy4ailHOro JOCTyMa K MEepCOHAIbHBIM JTAHHBIM MPH HX
00paboTke B MH()OPMAIIMOHHON CHCTEME, PE3yJbTaTOM KOTOPOTO MOTYT CTaTh YHHUUYTOXKCHHE,
U3MEHEeHHue, OJIOKUpPOBaHME, KOMMPOBAaHKE, MPEJOCTaBICHHE, PACIIPOCTPAHEHHUE MEePCOHATBHBIX
JIAHHBIX, a TAK)KEe UHBIE HETTPABOMEPHBIE JICHCTBHSL.

2. Oco6eHHOCTH 00PadOTKH MEPCOHATBHBIX JAHHBIX B HH(POPMALHOHHBIX CHCTEMAaX

2.1. O6paboTKa NepcoHaIbHBIX JaHHBIX B HH(OPMAILIMOHHBIX CUCTEMAX OCYLECTBISAETCS
1OCJ€ 3aBeplIeHUs pPadOT MO CO3JAaHUIO CHUCTEMBI 3allUTHl TEPCOHANBHBIX JAHHBIX B
UH(QOPMALIMOHHON CUCTEME, €€ MPOBEPKHU U OLIEHKU COOTBETCTBHUS MH()OPMALIMIOHHON CHCTEMBI
NepCOHAIBHBIX JaHHBIX TPeOOBaHUAM 0€30MaCHOCTH UHPOPMALIUH.

2.2. be3omnacHOCTh MEPCOHAIBHBIX JAaHHBIX IpU HUX 00paboTKe B HMHPOPMALMOHHOM
cucreMe 00ecneunBaeT OmepaTrop 3TOM CHCTEMBI, KOTOpBIA 00pabaThiBaeT IEepPCOHAILHBIC
JAHHbIE, WU JIMIO, OCYLIECTBISIOIEe O0OpabOTKy NEepCOHANBHBIX JAHHBIX IO HOPYYEHHUIO
oreparopa Ha OCHOBAHMH 3aKJIF0YaEMOT0 C 3TUM JIUIIOM JIOTOBOPA.

2.3. be3onacHOCTh NEPCOHANBHBIX JAHHBIX HPHU HX 00paboTke B HMH(OPMALMOHHBIX
cucreMax oOOECIeYMBAaeTCs C TOMOIIBIO CHUCTEMbI 3allUTHl IMEPCOHAIBHBIX  JIAHHBIX,
BKJIIOYAIOLIEH OpraHu3allMOHHBIE Mepbl M CpeJICcTBa 3allUThl MHGOpMAnUM (B TOM YHUCIE
mu$poBaIbHbIE (xpunTorpaduueckue) CpeicCTBa, cpeacTBa MIPEOTBPALLICHHS
HECAHKIIMOHUPOBAHHOIO  JIOCTYNa, YTEUYKH MH(POpPMAMM MO TEXHUYECKUM KaHaJlaM,
IPOTrPaMMHO-TEXHUYECKUX BO3ACUCTBUI Ha TEXHHUYECKHE CPEACTBa 0OpabOTKH NMEpCOHATBHBIX
JIAHHBIX), @ TAK)KE MCII0JIb3yeMbI€ B HUH(OPMAIIMOHHON cUcTeMe HH(POPMALIMOHHbBIE TEXHOJIOTHH.

2.4. CocraB u conepkaHue Mep 1o 3amuTe HHGopMau B ”HPOPMALIMOHHBIX CUCTEMaX
3aBUCAT OT YCTAHOBJIEHHOT'O YPOBHS 3alIUIIEHHOCTH HH(POPMALIMOHHON CUCTEMBI.

2.5. VYcraHOBIEHHME YpOBHS 3alIUIIEHHOCTH (IEPECMOTP YPOBHS 3aLIUILEHHOCTH)
UHQOPMALIMOHHON CHUCTEMbI IEPCOHAIBHBIX JaHHBIX MPOBOJUTCS JOJDKHOCTHBIM JIMLIOM,
OTBETCTBEHHBIM 332 00pa0OTKY MEPCOHAIBHBIX TAHHBIX.

2.6. Pa3pemienriem Ha 00pabOTKY MEPCOHATBHBIX TaHHBIX HA 00BheKTe HH(GOPMAIIMOHHON
CHCTEMBI SIBIIICTCSI TPUKA3 3aBEeAYyIOIIEro BIOJUKETHBIM YUpEKICHHEM O BBOJE YKa3aHHOTO
00BEKTa B DKCILTYaTaIHIo.

2.7. be3onacHOCTb NEPCOHANBHBIX JAHHBIX, 00pabaThIBAEMBIX C HCIIOJIb30BAaHUEM
CPEICTB aBTOMAaTHU3allUU, JOCTHIaeTcs IIyTEeM HCKIIOUEHHMs HECAHKIIMOHMPOBAHHOIO, B TOM
qHcIe CIy4aiiHOro JOCTYIA K EPCOHAIBHBIM JaHHBIM.



2.8. [lepcoHanbHble TaHHBIE MOTYT OBITH MPEIOCTABICHBI JIJIsI 03HAKOMJIICHHS:

a) COTpYJIHUKAM, JTOMYIIEHHBIM K 00pa0OTKe MEepPCOHANIbHBIX JAHHBIX C UCHOJIb30BaHUEM
CpeCTB aBTOMATH3AIMH, B YACTH, KACAIOIIEHCs UX TOJDKHOCTHBIX 00513aHHOCTEH.

2.9. YNOJIHOMOYEHHBIMH COTPYJHUKaMU IpH 0OpabOTKE MEepPCOHANbHBIX JAaHHBIX B
MHQOPMALIMOHHBIX CHCTEMax [EepPCOHAIBHBIX JaHHBIX JIOJDKHa OBITh oOecreueHa UX
0€30MacHOCTh C TOMOIIBI0 CHUCTEMBl 3alllUThl, BKJIIOYAIOLIEH OpraHU3allMOHHBIE MEphl U
CpeZCTBa 3alMThl HH(POPMAILIUHY, B TOM YHCIE UPpOBaJIbHBIE (KpUnTorpaduueckue) cpeicTna.

2.10. ObmeH mnepcoHANIbHBIMU JaHHBIMH IpPU HUX 00paboTke B HH(OPMALMOHHBIX
cUcTeMax OCYIIECTBISETCS IO KaHajlaM CBS3M, 3allliTa KOTOPHIX OO0ecleyuBaeTcsi IMyTeM
peanu3ali OpraHU3alMOHHBIX MEp M IMyTeM NPUMEHEHHUS NPOrpPaMMHBIX U TEXHUYECKUX
CPEICTB.

2.11. doctyn nosib3oBaTesneil K NepCOHATbHBIM TaHHBIM B UH(OPMAIIMOHHBIX CHCTEMAaxX
NEepCOHANBHBIX JAHHBIX pa3pellaeTcss Mocie 00s3aTeNbHOr0 IMPOXOXKACHUS NPOLETyphI
UICHTUPUKAUY U ayTeHTU(DUKAIIH.

2.12. JInamu, OTBETCTBEHHBIMH 32 oOecrieueHne 0e30MacHOCTH NePCOHAIbHBIX TaHHBIX
npu ux o0paboTke B UHYOPMALIMOHHBIX CUCTEMAX, TOJIKHO OBITH 00ECIIEUEHO:

a) CBOEBpEMEHHOE OOHapyXeHHEe (PAKTOB HECAHKIMOHMPOBAHHOTO JIOCTyNa K
NEPCOHAIBHBIM JAaHHBIM M HEMENJEHHOE JOBeleHHE HTOM HH(GOpMalUUU 10 3aBEAYIOLIETrO
BromxeTHBIM yupeKIeHUEM;

0) HeJoOINyllIeHWE BO3JACHCTBUS Ha TEXHUYECKHE CpEACTBA aBTOMATHU3MPOBAHHOMN
00pabOTKM TEPCOHAIBHBIX JaHHBIX, B pE3yJbTaTe KOTOPOIO MOXKET OBITh HApYyIIEHO HX
(yHKIIMOHUPOBAHMUE;

B) BO3MOXHOCTb HE3aMEJUIMTEJIbHOTO BOCCTAaHOBJICHUS IE€PCOHAIBHBIX JIaHHBIX,
MOJIM(ULIMPOBAHHBIX WIH YHUUTOXKEHHBIX BCJIEICTBUE HECAHKLIIMOHUPOBAHHOIO JJOCTYINA K HUM;

I') MOCTOSHHBI KOHTPOJb 3a OOECHeueHHEM YpPOBHS 3alMIIEHHOCTH IEPCOHAIBHBIX
JTAaHHBIX;

J) 3HaHME U COOJIOJCHUE YCIOBUH HCIHOJB30BAHUS CPENCTB 3aLIUTHl MHPOpPMALUH,
MPEIYCMOTPEHHBIX SKCILTYaTAlIMOHHOM M TEXHUYECKOW TOKYMEHTAIIUEH;

€) YyueT TMpPHUMEHSEMBIX CpPEICTB 3allUThl HMH(OPMAIMM, OHKCIUTyaTallMOHHOH M
TEXHUYECKOM IOKyMEHTAllUK K HUM, HOCUTEJIeH IEPCOHANIbHBIX JaHHbIX;

) MpU OOHApPY)KEHUHM HapyLICHUH MOpsAKa MPEJOCTaBICHUS MEPCOHAJIBHBIX JTaHHBIX
HEe3aMe/UINTENbHOE MPUOCTAHOBICHUE NIPEIOCTABIECHUS IEPCOHATIBHBIX JTAHHBIX MOJIb30BATEAM
UH(POPMALIMOHHOM CUCTEMBI IO BBISIBIICHUSI TPUYUH HAPYIICHUH U yCTPaHEHUs STUX IPUYMH;

3) pa30UpaTeNbCTBO W COCTABIICHUE 3aKIIOUEHUH 1O (pakTam HECOONFOJIEHUS yCIOBUI
XpaHEeHUs HOCHUTENEH MepCOHANbHBIX JaHHBIX, UCIOIb30BaHUS CPEJCTB 3alUThl MH(OpMaIUH,
KOTOpbIE MOTYT NPHBECTH K HAPYIICHUIO KOH(DHICHIHMATHHOCTH MEPCOHAIBHBIX TaHHBIX WA
JIPYyTUM HapyLIICHUSM, HPUBOAALIMM K CHIKCHHMIO YPOBHS 3alMIEHHOCTH IEPCOHAIBHBIX
JaHHBIX, pa3pab0OTKa U MPUHATHE MEP 0 NPEJOTBPAILICHUIO BO3MOKHBIX OMACHBIX MOCIEICTBUN
NOJOOHBIX HAPYILIEHUH.

2.13. B ciyuyae BbIsIBIEHUS! HapyILIEHUI Mopsaka 0OpabOTKH MEPCOHANbHBIX JAAHHBIX B
UHQOPMALMOHHBIX CHUCTeMax bBIODKETHOro  yupexIeHHs NPUHUMAIOTCS  MEpbl  T10
YCTAHOBJICHUIO IPUYUH HAPYLIECHUHN U UX YCTPaHEHHUIO.



